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Application of WebRTC

enhanced with the Web of Things
for Healthcare services

Journée Objets Connectées de Santé — 5 octobre 2017 - Paris

Research axises: Contributions:

» Web of Things. » Remote monitoring of the patients:
» WebRTC. - Multimedia communication.
» Security. - Accessing smart medical devices
» E-Health - Exchanging health related data.
- Real-time monitoring.
» Security:

- Confidentiality.
- Integrity.
- Authentication.

- Access Control
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Session
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Comparative analysis:
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Future Research:

Interests:

» Reduced cost.
» Less crowded hospitals.

» Better relations between the
patient and the doctor.

» Lesser mobility for the patients.
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» Exploring the area of WBAN, and the management of the
security issues in such networks.

Testing the feasibility of our solution in real-world situation.

Exploring the possibility of using notion of the profile of the

patient.

Availability, Resilience and Fault Tolerance.

The physical security of the medical devices.

Contact : saad.eljaouhari@imt-atlantique.fr
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Future research : Using SDN to manage the security of
several medical facilities in the same time and in an
efficient way



Vers une démocratisation de I’analyse
de données cinématiques corporelles
via Kinect — un nouvel objet connecte?

Institut Mines-Télécom

’g’n}, & !Iﬁ' liP Approche classique de I'analyse cinématique corporelle
WX ¥ e Paradigme basé surle mouvement des articulations
prises séparément!

» Modeélisation géomeétrique (forme) — Un squelette 3D est un point sur un

L

Analyse de performances physiques espace de formes (invariance a la rotation, translation et échelle),

et applications (évaluation sportive L . . . B .

et artistique, rééducation post-AVC, » Modélisation temporelle (trajectoire) — L'évolution dans le temps est
Parties renantes pre'vent/on aux chutes, etc.) , y . . e e y

P représentée par une trajectoire paramétrée sur I'espace des formes,
> Métrique invariante — Métrique tolérant les variabilités temporelles (c.-a-d.
compare des trajectoires modulo des vitesses et des points de départs #)
IMT Lille Douai » Outils géometrique (sur les trajectoires) — ré-échantillonnage, lissage,
Ecole Mines-Télécom Evaluation C’Z;%f, g;f)xosque’ff“es débruitage, interpolation de données manquantes, calcul de statistiques
IMT-Université de Lille (moyennes, covariances, etc.)
/}iﬁ (g %E fg% % % % S% @K » Classification d’actions 3D — illustration expérimentale sur des benchmarks
G ~ 7 internationaux de I'état de I'art (MSR Action 3D- MSR Pairs et Daily Activity).

Probleme de variabilité temporelle —

A t comparer des séquences avec des Boulbaba Ben Amor, Jingyong Su, Anuj Srivastava: Action Recognition Using Rate-Invariant Analysis of Skeletal Shape
uteur vitesses d’exécution différentes Trajectories. IEEE Trans. Pattern Anal. Mach. Intell. 38(1): 1-13 (2016),

Boulbaba Ben Amor _ _ ) ) _ R
Kinect...vers un objet connecté pour la santé et le bien-étre?

Partenaires Cadre géomeétrique pour I’'analyse de cinématique

» Caractéristiques spatio-temporelles pertinentes — Symétrie spatiale (sS),
symétrie temporelle (tS), vélocité relative (V1) et équilibre (BI),

- Symétrie spatiale (sS), quantifie a chaque instant la symétrie spatiale du
corps et retourne une évolution de celle-ci dans le temps,

T
”m\
A jsition de f letti yq = vpc z .
Al 3Dl Corps humain (capteurs de. - Symétrie temporelle (tS), mesure la différence entre une action et son
profondeursafaib/e)coms et non- inverse dans le temps (e.g. marche avant/arriére, s’assoir/debout,..),
invasive

- Vélocité relative (VI), mesure la vélocité de la forme (comme un ensemble
OSIP— d’articulations) tout au long d’une trajectoire % a une trajectoire de contrOle,

- Equilibre (Bl), quantifie la différence forme a forme entre réalisations
effectuées les yeux fermés et les yeux ouverts.

0.5

ARIZONA STATE
UNIVERSITY

0

0 05 1 Boulbaba Ben Amor, Anuj Srivastava, Pavan Turaga, Grisha Coleman: A Novel Geometric Framework for Human Body’s

Kinematic Data Analysis. Submitted to IEEE Trans. Pattern Anal. Mach. Intell. (2017),

Alignement temporel de trajectoires

o, e R@sUltats obtenus sur une base validée cliniquement

@RIStAL seseen i Analyse statistiques des fonctions (sS, tS, VI, Bl)

Young (Y)

Asymmetry index

Centre de Recherche en Informatique,
Signal et Automatique de Lille

» Base K3Da contient une batterie de tests de performances physiques de
groupes de différents age, historique athlétique, genre, poids et taille,

Iderly (E+EA)

Asymmetry inde
Elderly (E+E

Frame index

Symétrie spatiale dans le cas de 5-

times-sit-to-stand avant et aprés » Analyse en Composante Principale (ACP) sur les fonctions obtenue,
alignement temporel des trajectoires L. .
> t-test statistiques (Welsh’s t-test et Hotelling’s T-square test) dans le nouvel
i s —— e | espace issu de 'ACP,
5
—mm » Principales découvertes (p-value < 0,05) liés a la base de données,
[y .y - L'age affecte négativement la symétrie (donc la stabilité) du corps en mouvement,

Spatial Asymmetry.

Wf\m - Lhistorique sportif permet aux personnes agées de maintenir une stabilité

Région > :
- comparable a celle des plus jeunes,

o
Hauts-de-France
2 T T T T
I Mean: std (¥) =Y I Mean:: sid (E) =———E ~———EA B Moan<: std (EA)

= e

o 10 20 30 40 50 60 70 80 920 100
Index of the shape in trajectory

40 50 60
Index of the shape in trajectory

- La vision joue un réle vital dans le maintient de la stabilité chez les personnes &gées,

Spatial Asymmetry

- Le saut maximum révéle un impact négatif de I'obésité sur la symétrie,

- L'adge impacte négativement la capacité de réaliser une action et son inverse de

Moyennes et écart-types dans les maniére similaire,
ULBRI G H cas (1) max. jump, (2) 5-times-sit-to-
stand et (3) 1-leg balance _ 1A . . . . " JURT . .
(I({%)\)) L'age impacte négativement la vélocité de réalisation des actions.
Contact : boulbaba.benamor@imt-lille-douai.fr Sponsorise par- - =
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LARGE SCALE CONNECTIVITY

INTERFERENCE AND RELIABILITY IN HETEROGENEOUS

WIRELESS NETWORKS
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THE ABSTRACT

The huge number of massive type devices that will be
deployed in the coming years creates an environment
where interference strongly degrades the communications.

THE CHALLENGE

Low cost devices do not allow complex signal processing

or numerous signaling exchanges. However, a proper
knowledge about the interference statistics makes

connectivity significantly more reliable.

transmission quality?

How can we improve the connectivity robustness with
unpredictable interference and communicating devices
that have very limited resources?

And more precisely, we wonder what will interference
look like, how we can model it and improve the

THE SOLUTION

Increasing network densities introduce new
challenges in wireless communication. Especially
In the ISM bands, interference will strongly limit the
network capabilities. Suppressing it however could
be unrealistic in practice, especially for low cost
devices but also if several networks are
simultaneously active in ISM bands. Consequently,
there is a need to design receivers that are robust
in interference limited situations. One challenge is
that in such context, interference is not necessarily
Gaussian but may present an impulsive behavior.
Besides, one single object can be confronted to
several different environment.

Theoretical analysis

Interference
Interference is the sum of many random signals
that come from different users, in our network or in
other networks sharing the same band:

N

yi(t) = Z Ri_%Aixi(t)

It has been shown in many previous papers, that a
simple Gaussian assumption does not match the
interference specificity and distributions able to
capture rare events (large values with low
probability in our case) are necessary (see Fig. 1).

Fig.1: Impulsive interference.

Receiver design
The first consequence is that different from the
one that any receiver makes today, assuming a
Gaussian noise. Let's assume we receive two
samples (ry, ;) carrying the same information
x € {—1,1}. The optimal (in the likelihood sense)
decision is based on the log-likelihood ratio A:
N (Fren@ri-Dix=1) > 1,x =+1
A=dislogy o= <1,2=-1
The function f;, 5 (, ) is the probability density
function of the noise plus interference; we
assume a perfect knowledge of the channel
state information.

IMT Lille Doual
Ecole Mines-Télécol
IMT-Université de Lwlle
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The Gaussian assumption reduces to a linear
boundary in the 2D plane (r,,) but a non
Gaussian interference strongly modifies the
decision region as shown on Fig. 2.

ry

v

-5 r

-5 0 5

Fig 2: Decision region with an impulsive
interference. The two possibly transmitted
symbols are given by the circles (-1 in the black
area and +1 in the white one). A>1

Several ways to optimize the receiver have
been proposed. We show in Fig.3 the
perfomance of several solution. The optimal
depends on the perfect knowledge of the noise
plus interference distribution, which can be
difficult in practice.
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Fig.3: Receiver performance in a mixture of
Gaussian and a-stable noise (NIR=0dB, a=1.5).

Practical issues
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The link between theory and practice remains
diificult. The main issue is the scale of the
studied network. Creating such an interfering
environmant with the capabilities of recording
and analyzing the data is a difficult task.
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Tech

In a laboratory.

It is possible with USRP to analyze a whole
frequency band and the effect of interference
Issued from different networks; We show for
example in Fig.4 a measurement that shows a
ZigBee retransmission caused by a Bluetooth
pulse along with WIFI packets,
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Fig.4: measurement
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Large scale deployment

The last but essential point is to test the
connectivity robustness in real large scale
scenarios. This can only be done in real situation.
The key of the reliability will be the gateways
(see Fig. 5) that will get the data from the things
towards the cloud. They need software radio and
calculation capabilities and USRP are an
excellent candidate for these boxes.

Cloud - Cloud
Cloud
I Gateways - Cloud
Aceways% Gateways

Gateways A < A

7‘ AR
/ \\ \ Thlngs > Gateways

S -t '-"

."V.. . @ «

- oV

Things 2 Thlngs

Things ~

Fig.5: Architecture, USRP as multistandard gateways

Fig.6: learning center — deployment target
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INIT-Université de Lill pour le suivi de comportements
a domicile
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g% P > Travaux de these — Construire des indicateurs de qualité de vie

g P caractérisant I'évolution de I'état de santé et les éventuelles

g2 - dégradations.

2 15 ~ === ———mm==mTEEEE . . , . ;

= cmmm-mmme=zzz=asse==ee P Objectif — Réduire ou retarder la perte d’autonomie chez les

£ s personnes agées.

. .2000 2005 2010 2015 2020 2025 2030 2035 2040 2045 2050 . . L,

—09 1024 2559 =G0+ > Perte d'autonomie — L'incapacité pour une personne d’effectuer
Population mondiale selon le groupe d’age. Certains actes de |a Vie quotidienne_
- Causes de la perte d'autonomie — Maladies chroniques,
limitations fonctionnelles, restrictions d'activités.

= / . . , , .

Auteurs = Microsystemes électromécaniques (MEMS)
“ : > 3 P s 6
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Représentation du cycle de la marche.

Contact: sid.ahmed.walid.talha@imt-lille-douai.fr

Le 5 octobre 2017 — Journée Objets connectés en Santé de I'IMT - Telecom Paristech.



MONITORING IN REAL TIME OF THE BLOOD PRODUCTS SUPPLY CHAIN
BASED ON THE PHYSICAL INTERNET PRINCIPLES

Quentin Schoen, Matthieu Lauras, Sébastien Truptil, Franck Fontanili, Anne Ghislaine Anquetil

Context: The blood products transportation

Everyday, several thousands of blood products containers are transported
everywhere in France by trucks, plains, trains. The temperature, depending on

the product varies between -25°C and 22°C.

Technical issues:

Current system: The traceability of the containers is insured with paper
documents non homogeneous in each region. A lack of information exists in

the monitoring in real time.

Problematic : How do we insure the monitoring in real time of the sensitive
blood products containers in order to react to unexpected events efficiently

with agility ?
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Road map and perspectives

Building of a real time monitoring module to track and trace the
containers during the transportation processes, based on the
Physical Internet principles.

The main objective is to combine each container state, the needs of
each French Blood Establishment (EFS) site and the unexpected
events detected (traffic jam, urgent demand, temperature problem,
etc.) to improve the agility and efficiency.
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Subject:

A Tool-based approach to Visualize, Analyze, Diagnhose, and Enhance the

patient’s pathways.

Abstract

Purpose: This research work aims at proposing an approach towards modeling, analyzing, and diagnosing the
execution of operational processes in healthcare.

Findings: The need for hospitals to learn how their processes operate in reality derives them to apply business
process management and process mining techniques. One of the main actors in the processes are the patients. This
approach aims at extracting knowledge for hospital directors by monitoring and scanning patient’s pathways.

Value: The contributions of this work are based on highlighting different benefits of using Real Time Location
Systems, Process Mining, BPM, SQC in the context of healthcare and especially smart hospitals. Additionally, new
approaches on analyzing and diagnosing patients pathways as business processes will be delivered.

Methodology: The research team behind this work invites experts to have a glance on the approach of this work
which has been presented in this poster by figure 1 and 2.

In figure 3 an example illustrates the possible out comes of the approach.

Key words: Business Process Management, Process Mining, Real Time Location Systems, Statistical Quality Control.

The Example (cf: Figure 3): As it has been shown in figure 3, in healthcare from the moment patient arrives in the
building until it goes out of facility there are several events and activities that are invisible from expert’s eyes, such
as length of stay, distance of pathways, and etc. This approach of analyzing patient’s pathways could provide for
healthcare business process analysts a great knowledge about the time that patient has spent in different sectors of
hospital. Additionally, one could gain a knowledge on efficiency of execution of the operational processes.

Figure 1: An overall view on the mindset of thesis
B . .

Definitions Tools & Methods
Positioning Data
Data and events regarding the Positioning Data Real Time Location m
movemeants of actors and objacts in lha Systems L d
ProCesses.

Business Process Modelling
Business process modelling
enables a common understanding * Maodeling
and analylics of a business
process. (Aguilar-Saven 2004)

BP Analytics Businass Procoss
provides process participants, decision makers, Analytics
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BP diagnosis

efficlency and effectiveness of organizational
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processes. (Berlin et al. 2009)
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is & process management
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analysis of business processes
based on event logs.

Business Process

Statistical Quality Control

use of atatistical mathods in the
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What causas thie bottlenscks in the
PrOCEsSEs
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Figure 2: The Big Picture of project and different functionality in the service line of generating knowledge out of location data
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Figure 3: An example of transforming location data of patient into Business Process Models as a technique to provide more knowledge on the process.
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NET : Numeérique et Education Therapeutique

Etude et recherche pour le développement d’une boite a outils numeériques d’analyse visualisation
de données pour I’'éducation thérapeutique de patients atteints de maladies chroniques

PRINCIPALES MALADIES

CHRONIQUES ™ MILLIARDS SONTCONSACRES | ALD* : (AFFECTION

“In A LA PRISE EN ,
D" EUROS chans oes auo: il

c'est une affection compor-
tant un traitement prolongé et

Le diabete représentait S Sneiihérdpeutiqueiparticilé:
a IU|t :=aeul| end201c(j), un Dispositit_qui permet _une
coUt de l'ordre de . HECNEE T e la
10 milliards d’euros s oo T

Donneées patient |
Données

., Dossier Informations :
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Therapeutique
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Méthodes de découverte de connaissances
a partir de données
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Maladie Chronique

' Education Thérapeutique du Patient (ETP)

Réadaptation

Phase Aigue v = .
9 Réinsertion

L’éducation thérapeutique du patient vise a aider
les patients a gérer au mieux leur vie avec une
maladie chronique. Elle est un processus
continu, qui fait partie intégrante et de facon
permanente de la prise en charge du patient.

Visualisation
Tableaux de bord
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SANS LE SAVOIR EN FRANCE?

Processus concu et développé par le
centre de recherche LGI2P mines Ales

Données Connaissances
(dans smartphone)
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Carte glycémique

Plan 2007-2011 pour I'amélioration de la qualité de vie des personnes atteintes de maladies chroniques, sante.gouv.fr

Recommandation de la has 18 mai 2006, has.sante.fr

The international diabetes federation 2013
Fournier C. et al., rapport ENTRED

Entred study 2007
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Recherche en e-santé au service de la Mobilité __;_INQA

Pesg Des partenaires académique smultidisciplinaires %
J Cissoko. M Duclos. P Lacomme. L Paris. R Phan. S Rousset clEiow
CONTEXTE

Développement des maladies chroniques — obésité, diabéte, maladies cardiovasculaires — liées a I'évolution des
modes de vie et a I'environnement. Les populations de plus en plus inactives et sédentaires ne suivent pas les
recommandations en activité physique. Le manque d’outil scientifiquement valide et peu onéreux pour évaluer
précisément l'intensité de I'activité physique justifie nos recherches. —

AXES DE RECHERCHE -
Comprendre les relations entre les comportements et I’état de santé en .
conditions réelles de vie
les activités physiques de faible intensité et la sédentarité
Evaluer (

nnnnnnnnnn

Rate of abesity

les choix alimentaires et les scores nutritionnels associés Yen e e

2030
OECD 2017

les déterminants émotionnels et contextuels des comportements
Développer des applications avec de nouveaux algorithmes issus de la recherche, validés et publiés

CREATION D’OUTILS MOBILES POUR L’EVALUATION COMPORTEMENTALE EN CONDITIONS REELLES
o Le serveur : ActivCollector

Collecte des données ActivCollector
Envoi de données

brutes Effectue des
calculs
S — — —_
—
§ _| WellBeNet N
<€ - —_ ™\ _Stocke
Retourne des ~ .\

Velontaire porteur Envoi d'informations résultats
d'un smartphone Serveur

d'ActivCollector i i m E i
https://activcollector.clermont.inra.fr E:j Code |gn|[er My E:j

o La suite d’applications mobiles WellBeNet

eMouveRecherche Intellilife Pro NutriQuantic EmoSens

RESULTATS PRELIMINAIRES : Relation entre Activités Physiques Spontanées et Corpulence

Activités immobiles Activités d’intensité légere
105 o 40
Q S
3 ) o o
o 2 30 ®
E ‘3 ‘ .
£ S
‘2 s 20 A
o o
E 8 10 -
27 3I7 X ° I I
Corpulence (kg.m™) 17 Corpuﬁ??nce (kg.m2) 37

CONCLUSION : Les activités d’intensité légére, trop rarement mesurées, jouent un role essentiel en santé
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Zeling Zhong «+More than 21 billions of inter-connected smart objects will form an Internet of Things 1- End users’ personal choice of their interactions with smart
Telecom Business School, LITEM by 2020.(Gartner, 2015) . . . . o
watch result in their effective uses in the daily life

Institut Mines-Telecom
L. , “*Phenomenon: 30% end users’ di: with smart d objects after 6 Interaction es Explanation
Christine Balague months (GFK, 2015) =

Telecom Business School, LITEM Manipulation interactions product handling and manipulations without

Institut Mines-Telecom “Little is known about the effective uses of these objects as appropriated by consumers purpose, rather than to cbserve what is going on
3
Lamya Benamar with the smart waich
Telecom Business School LITEM “+The present study investigates consumers’ effective uses of IoT device in daily life,
- _ 4 with an empirical study on appropriation of smart watches that have been widely Sensorial interactions manipulations without purpose related to sensorial
Institut Mines-Telecom perceived as the “next big thing” popular in the upcoming era of Internet of Things

h " stimulations and feelings on smart watch

(Cecchinato, Cox & Bird, 2015)

Functional interactions interactions allow users to carry out as tasks with
the purpose of doing something with the smart

State of the art development e

+ Appropriation : how people use, adapt and fit the technology in the daily practices, work or leisure (Carroll et Ergiie WEEEITIE (= A0 S 4 S e ey (0 e )
al., 2003; Dourish, 2003; Waycott, 2005; Karim, Mohamed, & Hussein, 2011; Bar, Pisani & Weber, 2016). how to better use the smart watch and applications
* In this regard, appropriation refers to the effective use of a technology in a way that helps attain end users embedded
goals for using this technology beyond designers’ initial purposes. b
TELECOM During the process of appropriation: Expressive interactions interactions allow users te form a special
le de ;&;;chnelogy will be transformed from the initial version of designers to “Technology in use”(Carroll et al., relationship with the smart watch. User may

Management

o Users participate actively and subjectively in the shaping of technology by giving meaning to it and integrating change, or customize, investing personal effort in
itinto their daily activities and social relationships (Mackay&. Gillespie, 1992; Williams & Edge, 1996; Ling, creating a better fit between smart watch and him.
2004).

> Therefore, appropriation is also a users’ continuous negotiation on how to use the technology in their
real life.

2- People’s effective uses accomplish their different goals in the
« Much previous work has focused on process of appropriation at a group or organizational level (Orlikowski daily I,:fe

1992; DeSanctis and Poole 1994). Studies on nature of technology appropriation at an individual level have been
surprisingly lacking.

Typology of user-product interaction
m ID?@%DMBI interactions o

>
» ]
Physical Physical & ions rafar to . DIE
Interactions whatusers do with & product, R TEE
namely users” manipulstion of
tha product)
. . e . iti i Do-goals,
IT E m fictional. sensorial. manipulation interactiogs Repetition of previous & I
Cognitive Cognitive interactions focus on (Fodlizzi, & Banizrbes motor-goals
8 = : mastered uses TRRE
Interactions @2 poduct at hend These gyttt o
interactions can remlt i EWATANATE
knowledgs for users who nesd 2016)
helps  to  comprehensively . . .. . Customization
Laborolaire en lanavation, Technelogios, Ecenomie of Management TS O e 1l netional, cognitive, expressive interactions |
product » Do-goals,
Functional Funetional i ions signify s DEE. H
- o iave-goals
interactions e ———— DT, Redefinition of designers’ VE-g
with tha purposz of doing. . " . . o
. something with s product nctional, cognitive, expressive interactions initial purpose
Expressive Erprassive interactions allow (Foslizzi & Bsttarbes, Voo it e
’ interactions wsers to form a ralstionship with ;gg;g}(ﬂ.mm : CXPI Routinization of
aproduct. In thasa intsractions, g TPy outinization o Be-goals
usars may modify, parsonalize .
and invastaffortts create Extrarrole usas
batter fit betwasn product and

them
P AR I S . S Ac L AY Outcomes of consumer appropriation process
Methods Figure 1: Outcomes of consumer smart watch appropriation process

Interaction types Modes of Explanation Accomplished
effective uses Goals

18 semi-structured interviews
Followed the thematic content analysis steps suggested by (Braun & Clarke, 2006):

(indirect ) sensorial  Rejection Interaction occurs without a direct contact with the watch,
interaction or when people interact with the product for other uses.
Phase 1: familiarizing yourself with your data
Functional Repetition of  The user transfers his knowledge and competence on Do-goals
. . interaction previous existing mobile devices to the smart watch. Interactions that  Motors goals
Contact: Ehasaiz /e sntiwiinkialicoces Sensorial interaction  mastereduses  resultin this effective use are the most automatic and well-

Manipulation learned ones. They do net complete for users’ attention,

Zeling Zhong d o g : N
. h interaction instead, these interactions allow userste focus on the
zeling.zhong@telecom-em.eu e e o e s R T D
Christine Balagué Functional Customization  This effective use concerns the personalization that Do-goals
. Phase 4: reviewing themes interaction designers allow users to make. Have-goals
christine.balague@telecom-em.eu Comnten
ognitive interaction
Lamya Benamar Phase 5: defining and naming themes

Expressive
lamya.benamar@telecom-em.eu
Phase 6: pl’ﬂdl-lﬂﬂl final unalvsls Functional Redefinition of This effective use refers to the restructure of the smart. Do-goals
s interaction designers’initial  watch's elements by users to create something new. It Have-goals

interaction

Cognitive interaction  purpose concerns some uses that are not originally foreseen by

* Each of the three authors joined in developing themes, and contributed by [EprEEae designers.

critically examining preliminary analysis of the two others. ooy

* higher than 80% agreement among 3 authors on final analysis Functional Routinizationof  This effective uses signifies that the practices around the Be-goals
interaction Extra-foleuses  extra-role uses of product become routine or stable. Extra-
Expressive role uses can concern discretionary uses in the daily life by

interaction spending extra time, investing extra effort beyond what is

Conclusion T e

contribute more to the smart watch.

we explore the effective uses as the outcomes of consumer IoT device appropriation process, which are meaningful for researchers and practitioners in marketing and design.

we show the impact of interactions on effective uses of 10T device , and qualify different types of interactions between end user and loT device (smart watch)

we find that 5 modes of effective uses in the form of rejection, repetition of previous mastered uses, customization, redefinition of designers’ initial purpose and routinization of extra-role uses
accomplish users’ four level hierarchy goals of motoring, doing, having and being in the daily li
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Medical and wellbeing things
as cloud ressources

Context: an European challenging research topic
MEDOLUTION — MEDical care evOLUTION

> Secure, reliable & accessible system for continuous monitoring of chronical
patients with long-term and real-time decision support

» Cubic complexity for connecting millions of sensors to millions of medical
applications for millions of patients

» Big medical data gathering, analyzing and visualizing to provide professional
caregivers with valuable information, in an intuitive manner with real-time

Current limitation: the mutual vendor-client lock-in

Specific client demands coupled to personalized

solutions

» Specific client needs, shaped according to particular, use-case oriented
specifications

» Personalized solutions, often developed through property APIs allowing
very few (if any) code reusability

» Too many open standard efforts, with very little convergence and industrial
involvement

Vision: open integration ecosystem for medical things
Creating the software tools allowing plug & play loT

» Easy to install, thanks to common web technology usage
» Easy to manage, thanks to two-directional virtualization approach

» Cross-standard, thanks to a two-ways approach to current day standardization
actions

Current achievement: PoC for our methodological approach

Virtualizing applications and their connected

devices

> Medical authentication devices, like medical card reader (lecteur de carte
vitale)

> Proprietary data format devices, with undisclosed communication protocols

> Proprietary data format

s

[Medolution Device Connector J

> Medolution

* semantic data
« xml/json packing

Contact : mihai.mitrea@telecom-sudparis.eu

Paris

Octobre 2017  Journée Objets Connectés de Santé



Evaluation de la qualité des données basée sur la métrique Discrimination Rate

Louis Philippe SONDECK, Maryline LAURENT, Vincent FREY

Telecom SudParis, Orange Labs

@a RESUME N

La qualité des données est difficile a évaluer
car elle dépend du besoin de celui qui les
utilise. Nous proposons une approche simple
et innovante permettant d’exprimer ce besoin
et de le mesurer avec preécision. Notre
méthode est basée sur la métrique
«Discrimination Rate » qui mesure la capacité
d’identification d’un attribut.

OBJECTIF

Evaluer de facon preécise la qualité des
données dans une base de données en tenant
compte d’un besoin exprimé.

/ METHODE

La méthode se decline en 2 opérations:
1.  Expression d’un besoin d’utilité a partir des attributs d’intérét et des partitions d’intéréts
2. Evaluation du besoin en se basant sur la métrique Discrimination Rate

Expression du besoin Evaluation du besoin avec le DR

Considérons une étude qui vise a administrer des L’évaluation est basée sur la métrique Discrimination
traitement en se basant sur 1’age et le lieu de résidence des Rate qui mesure la capacité d’un attribut a identifier un
sujets. sujet. Les valeurs variententre O et 1.

DRx(Y1.Ya, ... Y,) =1 — L&A1 1)

Table Originale (1)

H(X)
ZIP Code | Age | Disease
1 35510 22 cancer : :
Table illustrative
2 35602 35 diabetes
3 35712 63 malaria Respondent | ZIP Code | Age | Salary | Disease
4 35510 22 cancer resp | 35510 22 4K cancer
5 35510 22 Cancer resp 2 35510 35 5K diabetes
2 alar resp 3 35510 63 3K malaria
? igg?g ;‘_g nlji::ir}a resp 4 35510 22 13K cancer
19 nidbgrla resp 3 35510 22 8K cancer
8§ | 35602 32 | diabetes resp 6 35510 | 35 | 15K | malaria
9 35703 40 | diabetes resp 7 35510 45 9K malaria
resp 8 35510 35 TK diabetes
resp 9 35510 40 1K diabetes

Table Partitionnee en foction du besoin (2)

Zip Code
000

ZIP Code | Age* | Disease
355%* 2% cancer

o

Disease . Age .
/ / N N

I

2 355%+ 2% cancer . _

3 355 %% 2% cancer [ 0.50 (;0 76;) 0.66 \]
3 [ 356%* > 40 | malaria } /N

5| 356* | >40 | diabetes “

6 356%+* = 40 malaria

7 357** 3# malaria

8 357 3 diabetes

9 357%* 3% diabetes

RESULTATS

Table des résultats (3)

X Y DRx(Y)

Disease 22 | Interpétation des résultats
Disease 32 |
Disease 35 (.85 2 5 . 5
Disease 10 I Cett-e table évalue a quel point, a
Disease 45 | partir d’un age et d’un lieu de
EFSEHSE :‘3 - '85 résidence, 1’on est en mesure de

Isedse g ! / - . 5 .
Disease SEE10 | determlr\ler la mal-adle d’un sujet
Disease 35602 0.80 et donc a quel point, on est en
Disease 35703 | mesure de lui attribuer un
Disease 35712 : traitement a partir de ces attributs
Disease 35715 |
Disease ZIP Code 0.80

Par exemple dans la table (1), la
connaissance du ZIP Code 35512,
suffit pour administrer le

traitement de la Malaria (DR = 1).
Dans la table (2), la connaissance

Disease 22/35510 I
Disease 32/35602 I
Disease 35/35602 0.85
Disease 40/35703 l
Disease 45/35715 l
Disease 63/35712 I

Disease | Age/ZIP Code |  0.85 de I’age 22 suffit pour administrer
Disease 2% I . _
Disease > 40 0.8 le traitement du Cancer. (DR = 1)
Disease 3= 0.8

Disease Age* 0.6

~N

/ CONCLUSION \

L’évaluation de la qualité des données de
sante et un enjeu considéerable car elle
permettrait entre autres de mieux
comprendre les causes de maladies et donc de
mieux les traiter. Cependant , elle est difficile
a evaluer car elle est subjective et dépend du
besoin de celui qui utilise les données. Nous
proposons une approche simple et innovante,
permettant de capturer un besoin d’utilité et
de le mesurer avec une grande finesse.

REFERENCES

L. P. Sondeck, M. Laurent, and V. Frey. The semantic discrimination
rate metric for privacy measurements which questions the benefit of
t-closeness over I-diversity. In Proceedings of the 14th International
Joint Conference on e-Business and Telecommunications - Volume
6: SECRYPT, (ICETE 2017), pages 285-294. INSTICC, SciTePress,
2017.

L. P. Sondeck, M. Laurent, and V. Frey. Discrimination rate: an

attribute-centric metric to measure privacy. Annals of Telecommunications,
pages 1-12, 2017.

CONTACTS

L.P Sondeck: Ipsondeck@hotmail.com
Maryline Laurent: maryline.laurent@telecom-sudparis.eu
Vincent Frey: vincent.frey@orange.com



mailto:lpsondeck@hotmail.com
mailto:maryline.laurent@telecom-sudparis.eu
mailto:vincent.frey@orange.com

oberta Ironside

Une oreille bienveillante a qui parler et a qui raconter sa vie pour la postérité

Contacts : gerard.chollet@telecom-paristech.fr ,
dijana.petrovska@telecom-sudparis.eu, manes.torres@ehu.es, hugues@shankaa.com

- traitement de la parole,

- semantique,

- dialogue vocal,

- reconnaissance visuelle du locuteur,

- Wizard of Oz,

- organisation de la connaissance acquise,

- agent conversationnel réifié (robot humanoide)
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T hane TRUST MANAGEMENT FOR

THE INTERNET OF THINGS

Institut
Mines-Télécom

Context
Authors

B The Internet of Things (I0T) objects typically

Problematic

RPL network is composed of embedded
e ) devices with limited power, memory, and

Asma LAHBIB collect, communicate and share data that can be processing resources thus their overuse in
Anis LAOUITI used to derive sensitive information and to make routing may lead to battery depletion.
Steven MARTIN decentralized decisions.

B Data packets are transmitted, collected and
distributed via RPL, the routing protocol for Low
power and Lossy networks considered as the
standard protocol of loT.

The RPL protocol is exposed to a large
variety of security attacks causing the loss of
a large part of the traffic.

Partners

(<= Participating entities may change their
TELECOM G ; d :
SudParis == < behavior which could disturb the

ﬁﬁﬁm‘l e network functioning.

e C & e
()
"o, R (@ m' ® How to extend the battery life of 0T objects?
'°"ffng B How to be sure that the data received are

not corrupted by some malicious nodes
in the network ?

Sﬁ)moval' m How to trust the participating network nodes and
\_/ 8167 how to trust the route data was transmitted

over?
Proposed approach

Enhancing the security aspect of RPL routing protocol.

Ensuring Trust among entities by considering Trust related to their forwarding
. . . . LELY
behavior as well as that related to the quality of the connecting link. compuation
- Trust computation is based on a set of 2 Tussdparert [
cooperativeness . . . . e > c 8
8 properties including the reputation parameters, m N o b 3
the energy considerations and the QoS factors. i > Ca
rejection
ETX i . '"f°"malﬁ°” Trust Trust
Integration of the proposed model into the RPL | eathering composition application
DODAG construction and maintenance phases, T |
Trust values are used for rank computation and
thus for preferred parent selection.
- Experiments and results
g Netwark e Smulation wntrol (<Ex)|(x lates 8= 63 . e w00
View Zoom un Spead limit i e 08 o E 200
o | i F— i
o) [} © Time: 0255412 i 2: P -? 2: I \ HECR
% Spead: §os K ——RPLMRHOF g W / \\ 200 — oL
5 e i i — § e
a, ‘;‘\‘\ |/ / g @ Mote output B8 Ej - A sctvstion f malicious nodes R
> - Sl Edi: View oL o N o . < o
? \\3%\\ %’/ Tine|Mote | Message | 01 20 25 N 3 40 8 W0 FEELLELSS S 0015 20 25 30 35 40 45 %0
/@//QR%{ gg;:z:l‘i igii ::: ;2: ;::m:gtej:;;:t 15 with trust value 3 and rank 1574 feg0::2.2:74¢f f:fof K“ i e neld umerstretes
= == 00:09.648 ID:8 FPL: The candicate parent is rejected, Leocing for enosher onz | i
@ o oast Do T e bl altis il ion Packet loss ratio comparison Packet loss ratio evolution of Influence of the network size
| A BRI . énoher one between RPL (MRHOF) and LT-RPL in a 50 nodes network on the power consumption
LT-RPL under black-hole attacks  size

Future Work

W Improving the performance of the proposed model in case of other types of attack scenarios, we may consider the
attacks targeting the RPL network traffic as well as the network nodes resources.

Contact asma.lahbib@telecom-sudparis.eu Site web
anis.laouiti@telecom-sudparis.eu




. Empathic, Expressive, Advanced

Virtual Coach to Improve Independent
Healthy-Life-Years of the Elderly

Contacts : gerard.chollet@telecom-paristech.fr, dijana.petrovska et nesma.houmani @telecom-sudparis.eu

Fundedby Horizon 2020 SC1-PM-15-20171
Research and Innovation Action 2017-2020
Project ID: 769872

PORTEUR DE LA TECHNO

AV = 4 Descriptif de la technologie

Institut Mines-Téléecom

- Coach virtuel qui dialogue avec les seniors en
s adaptant a |’ état émotionnel de I’ utilisateur

TELECOM - Interfaces multimodales (audio-visuelles)
>udpParis adaptées aux seniors

- Interaction vocale multilingue: francais,
espagnol, norvegien, anglais...
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(1) BACKGROUND

(3) METHODS

Challenges in current diagnosis and
treatment in neurocognitive disorders

= Neurocognitive disorders diagnosed at a b
clinical stage (IRM, LP, NPs) _ —

= Evidence of preclinical stage: Impact of

Fig 1. Participants:
Ml Assessment 29 Alzheimer’s Disease MMSE [20-24] (AD),
— using the

B Wacom tablet 87 Mild Cognitive Impairment (MCI)
28 Control group (CG) >65y/o

Extraction of parameters

pharmacological interventions? Secondary
prevention? 0

= Lack of evidence on fine parameters
relation to illness disclosure

Inking Pen (Fig. 1)

(2) OBJECTIVES

" To identify variations in handwriting fine
parameters  patients with major and
minor neurocognitive disorders.

Material: Wacom Tablet Intuos Pro Large and

Protocol: 30-minutes handwriting protocol + o
1h cognitive assessment °

Task 1: copy a well-known text

* Spatial (direction, curvature)
Ol % *  Dynamics (speed, acceleration, jerk...)

Statistical analysis

* Handwriting (HW): points’ sequences :
Z=(x(t),y(t),p(t))t=1..T

* One-to-one parameters analysis

Clustering

Bayesian formalism

Task 2: write w

(4) RESULTS ’ )
6 a3 |
. ".__),L N o T ‘vau,r— N _,C\\L:‘ i H e ..f_ I - o | Y s e F] r-}ll "{n}r/:! J,r'"] I .
. N LT AU e
" OREGON +ouF A ot T o s tle unM % N g
CG MCI AD X ﬂcd".}\-‘l '\,v 2L A *LV.J' b ol u‘H | P g N o S
(n=28) (n=87) (n=29) ",:1»_1;’* Pl : Q m “U} > J.LLL(.\{‘.._'. . \‘.’C" :-\ d& “ (;-) g
: 4| %
Age, years mean (Sd) 73,2 (5,7) 78,5(7,6) 79,9 (6,4) = as O ga vl L Ja mnte ke Coour . A7) )
Gender (% women) 96,4%  65,5% 65% Leanhe! ok sursash 'gmr—',‘;; iR . L,Q,&,L
Level of education (%High school) 96,4% 85,7% 62% . . N
Laterality (% right) 96,4% 94% 89,7% © b . - s 2 1 o0 1 2 3 a4 0
Frequency handwriting Instantaneous speed during writing (tasks 1 and 2)
Every d |t d % % o e . i
very daymanyorseveraltimesperday - 64,3%  60,7%  41,4% = Task 2: Classifying the cognitive profiles :
3-6 times per week 17,9% 23,8% 31% B . f I CG AD
1-2 times per week 17.9% 15.5% 20,7% dyesian tormalism on VS
Less than 1 time per week 0% 0% 6,9%
- 0 -, . i P(D,/C,)xP(C,)
Native language (% French) 96,4% 88,1% 82,8% P(Ck / D|) —
" P(D;)
(] [ ) . [ [ [ ) _ [ ) . |
Clustering Algorithm : Hierarchical Clustering(HCL) and K-medoids \\pere P(D,/C)=][P(B/C,) and P(D,)= Y P(D;/C,)P(C,)
J=1 k=CG,AD

= Task 1: Feature selection based on Normalized Mutual Information

Discretization of parameters in 5 bins and HCL. Criteria : Normalized
Mutual information:

where Di " loops of person i, Ck : cognitive profiles (AD, CG)

The closest medoid of the jt" loop of person i
NMI (X, Y) = MI(X,Y) ! P _ P \
(H(X)+H(Y))/2 | P(C, /B})xP(B}) i B!
: : > P(B;/C,)= With P(B'):
Mutual information (M) , Entropy (H). In our case : X = Clusters and Y = : P(C,) J NTOtal

Classes

—|terative process to select best features and penalize the raise of number
of clusters.

— After application of this criterion, the result in these two cases :

Case 2 :CG, MCIl and AD

I— T

2 38 21 6l
Cluster_3 24 47 3 74
28 87 29 144

Case 1: CG and AD

Best parameters :

Case 1: Vertical jerk on pen-up, Normalized jerk on pen-up, Nb of strokes*
oh pen-up, speed on tablet

*Pen trajectory between 2 points such as Vy=0

Case 2: Number of points on pen-up such as vertical acceleration Ay=0,
time between words, vertical jerk on tablet

Conclusion
" Semi supervised learning

- Discover automatically relevant features for aid-to-diagnosis

- Uncover Subgroups with similar behavior (HW style, degradation, etc.)
" HW segmentation + Bayesian Formalism

- Harness optimally the lack of sufficient training data

(K-medoids), and N,

is the total number of loops (16 loops x 54 participants)
. N !
P(Ck/ B;) = K
N .
—2> Classification of a givenjperson i (producing data D)) is obtained as:

where N _; is the number of loops in cluster B; :

Likewise,

C’«x =arg max P(C,/D,)

k=CG,MCI,AD

Example of resulting clusters on (VX, Vy)

\ 00 ") 00000000

Correct Classification Rates on the learning
Set (LS) and the Validation Set (VS)

Features | Cognitive LS VS

q{h} Clu t EETtII : 34{31HC:E5;D; profile
(/ ()"f 1 s All (AD + | 832. | 74

(c) Cluster 14: Total loops: 30 (2 HC, 28 ES-AD) (VX’W) CG)
CG 79.3 | 72.2

)

o~ {d}CI t 19Tt|| ops ZQ{EH;EEEi;D} AD 87.1 75.6

7y ) IT

/)// N Ve (sensibility)

Perspectives

" HW segmentation + Bayesian Formalism
- Harness others features (acceleration, jerk etc.) with Bayesian Formalism
- Leverage this formalism on the combination of several features

" Longitudinal study
- How does HW evolve from MO to M12 and M24
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